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The following were included as a part of OCSE’s most recent security review activities.
All staff members were asked to review the Federal Parent Locator Service (FPLS) procedures currently in place for handling sensitive information, paying particular attention to those instructions (outlined below) that address working from remote locations.
· Never store sensitive information on the local drive of your personal home computer or laptop.

· Do not store sensitive information on the local drive of your workplace desktop or laptop. (There may be rare and unique circumstances under which you must store sensitive information on your laptop.  In those cases, a manager must approve the storage and the data must be encrypted or it cannot be stored.)  

· Do not transport hard copies of documents, CDs, “thumb drives,” or floppy disks containing sensitive information.  

· If you plan to work off-site and need access to sensitive data, you must prearrange Virtual Private Network (VPN) access (or some other secure access) and use this secure method to access the required information to perform your work.  Again, never download sensitive information to your local drive.  

· Inventory the information you have stored on your laptop and any portable storage devices and remove any sensitive or unnecessary data that may be stored on them.  Please remember that deleting a file does not remove it from your hard drive or portable storage device.  Check with your IT Security Administrator for procedures to permanently delete files, including any temporary files created by your web browser or your Microsoft Office products.  

· Do not use real data in demonstrations, presentations, or training classes.  

· Be sure to follow approved media destruction and disposal procedures.

The penalties for non-compliance were reviewed with the staff.  The non-disclosure oath that every federal user signs before gaining access to FPLS states that “failure to safeguard confidential data may result in the imposition of penalties, including fines, costs of prosecution, dismissal from office, discharge from employment, and imprisonment.”   
A risk assessment was initiated that specifically focused on the threat of unauthorized individuals gaining possession of sensitive data.  While FPLS staff typically perform a risk assessment annually, each of the areas in which sensitive information may be vulnerable is being reexamined, including an assessment of the corresponding security control(s).  Upon completion of this reexamination and assessment, security controls will be revised and strengthened as required.  






